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SUB J : SECURITY PROTECTION AFFORDED PUBLIC ACCESS AREAS 
AT OVERSEAS POSTS 

REFS: STATE 210312, 211364 

1. AS REQUESTED REFTELS, THE EMBASSY HAS REVIEWED 
BUILDING PROTECTIVE SECURITY REQUIREMENTS AT ALL POSTS 
IN GERMANY. THE FOLLOWING ITEMS AND PROJECTS HAVE BEEN 
DETERMINED AS HIGHLY DESIRABLE IN STRENGTHENING OUR 
SECURITY POSTURE AGAINST TERRORISM. FURTHER STEPS 
LEADING TO PERSONAL PROTECTIVE SECURITY (BODYGUARDS) 
HAVE NOT BEEN ADDRESSED NOR EXTREME BUILDING SECURITY 
MEASURES CONSIDERED UNACCEPTABLE TO THE CHARACTER AND 
MISSION OF AMERICAN DIPLOMATIC AND CONSULAR ESTABLISH 
MENTS. IT IS RECOGNIZED THAT CHANGES IN TERRORIST’S 
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MODUS OPERANDI IN THE FUTURE MAY REQUIRE SOME ADJUST- 
MENTS TO OUR SECURITY PROGRAM. 

A. BONN 
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1. ) SUBSTITUTE NON-PENETRATING MATERIAL (LEXAN) FOR 
GLASS IN 44 WINDOWS (88 SQ. METERS). 

APPROX. COST:$12,672.- 

2. ) UPGRADE CONSULAR SECTION PROTECTION. INSTALL ARMOR 
PLATING ON COUNTER FACING NON-PENETRATING GLASS PARTI- 
TIONS FROM COUNTER TOP TO CEILING AND THREE "BANK 
TELLER" PASS-THROUGH DRAWERS. REPLACE COUNTER WALK- 
THROUGH SPACE WITH FLOOR TO CEILING NON-PENETRATING 
PLASTIC DOOR AND APPROPRIATE LOCK. 

APPROX. COST:$ 4,696.- 

3. ) UPGRADE BUILDING EMERGENCY ALARM SYSTEMS. 

APPROX. COST:$16,000.- 

4. ) TWO BOSTWICK FOLDING METAL GATES FOR LST AND 2ND 
FLOOR OF AMBASSADOR WING CUT OFF. 

APPROX. COST:$ 1,120.- 

5. ) HEAVY DRAPERIES LST AND 2ND FLOOR CONNECTING WALKWAY 
APPROX. COST : $ 60.- 

6. ) ATTACK ALARM SYSTEM FOR REMAINING POSITION RESIDENCE 

APPROX. COST : $ 6,600.- (GRAVER) 

7. ) BAX- WAREHOUSE COMPOUND FENCE REPAIR AND REPLACEMENT. 
APPROX. COST : $ 8,000.- 

8. ) PERIMETER FENCING FOR CHANCERY; AUTOMATIC GATE 
CONTROL (USING PLASTIC-CARD FOR ACTIVATION) FOR CHANCERY 
COMPOUND. 

APPROX. COST : $78,200.- 

9. ) ADDITIONAL EXTERIOR LIGHTING FOR CHANCERY COMPOUND. 

25 LIGHTS. 

APPROX. COST : $10,000.- 

10. ) CCTV (5 DAY/NIGHT CAMERAS, RECEIVERS AND INSTAL- 
LATION). 
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APPROX. COST : $37,500.- 

11. ) REINFORCEMENT OF AMBASSADOR'S SUITE DOOR/ENTRANCE. 
APPROX. COST : $ 967.60 

12. ) MYLAR FOR VULNERABLE WINDOWS AT EMBASSY AND 
CONSULATES. 

APPROX. COST : $ 2,500.- 

APPROX.COST : SUB-TOTAL $178,315.60 
B. STUTTGART 
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1. ) LOBBY PACKAGE: BULLET PROOF ENCLOSURE FOR MSG/ 
RECEPTIONIST; REPLACEMENT OF LOBBY WINDOWS WITH LEXAN; 
LEX AN PARTITIONS AND DOORS FROM LOBBY TO VISA AND PASS- 
PORT SECTIONS AND LOBBY STAIRWELL (DOORS ELECTRICALLY 
OPERATED FROM WITHIN BULLETPROOF ENCLOSURE); ELEVATOR 
OVERRIDE CONTROL; REPLACEMENT OF WINDOW GLASS WITH 
LEXAN VULNERABLE SITES. 

APPROX. COST : $35,000.- 

2. ) SIDE FENCING TO PROTECT GROUND FLOOR VISA AND PASS- 
PORT UNITS (IRON BAR/SPIKED). 

APPROX. COST : $ 6,400.- 

3. ) WINDOW LOCKS CONSULAR SECTION. 

APPROX. COST : $ 200.- 

4. ) GASOLINE STORAGE: VENTILATED IRON SHEETING. 

APPROX. COST : $ 1,200.- 

5. ) CLOSED CIRCUIT TV (THREE STANDARD SCANNERS FOR 
REAR DOOR VISAS AND PASSPORT SECTIONS. 

APPROX. COST : $11,1 60.- 

6. ) ADDITIONAL PERSONNEL: 

A. FIVE MSGS. 

B. HOUSING FOR MSGS (RENT, HEAT, ELECTRICITY FOR 
FOUR BEDROOM HOUSE AND SEPARATE ONE-BEDROOM APT. 

FOR NCOIC). 
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APPROX. COST : $ 8,500.- 

C. ADDITIONAL LOCAL SECURITY GUARD (I.E. RETIRED 
MP NCO) 

APPROX. COST : $11,000.- 

D. ADDITIONAL FSL RECEPTIONIST. 

APPROX. COST : $ 9,660.- YEARLY 

7. ) WIRE MESH SHIELD AND DOOR AT STAIRWELL ENTRY TO 
SENSITIVE THIRD FLOOR AND APPROPRIATE LOCKING DEVICES. 
APPROX. COST : $ 760.- 

8. ) LEXAN PARTITIONS AND DTORS AT BOTH ENDS OF CORRIDORS 
ON 2ND AND 3RD FLOORS. 

APPROX. COST : $ 1,200.- 

9. ) REAR DOOR OF PARKING LEVEL ENTRANCE TO BUILDING. 
APPROX. COST : $ 2,000.- 

APPROX.COST : SUB-TOTAL $87,080 
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C. DUESSELDORF 

1. ) LOBBY PACKAGE: 

A. PENETRATION PROOF GLASS ON INSIDE NORTH WALT. AND 
SOUTH GLASS WALL. 

APPROX. COST : $11,800.- 

B. GLASS ENCLOSURE FOR RECEPTIONIST'S DESK. 

APPROX. COST : $12,000.- 

C. STRONGER LATCHES ON GRILL DOOR AND CIPHER-LOCK. 
APPROX. COST: $ 200.- 

D. RE- WIRING ELEVATOR TO STOP AUTOMATICALLY ON THE 
FIRST FLOOR UNLESS KEY IS USED TO OVERRIDE. SWITCH ON 
THE RECEPTIONIST'S DESK WHICH MAKES ELEVATOR INOPERATIVE 
APPROX. COST : $ 1,720.- 

E. TV CAMERA WITH WIDE-ANGLE LENS TO COVER ELEVATOR 
DOOR, GRILL DOOR AND RECEPTIONIST'S DESK TO 

BE MONITORED IN EXECUTIVE OFFICE RECEPTION ROOM, 3RD 
FLOOR AND IN SECURITY OFFICER'S OFFICE ON HTE FIRST 
FLOOR. 

APPROX. COST : $ 2 560.- 

F. AN ALARM AT RECEPTIONIST’S DESK WHICH RINGS ON 
ALL THREE FLOORS. 
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APPROX. COST : $ 400.- 

G. IMPROVED ELECTRIC CIRCUIT FOR OPENING GRILL DOOR. 
APPROX. COST: $ 300.- 

2. ) STAIRWAY: 

A. GRILL ON SECOND FLOOR SIMILAR TO PRESENT LOBBY 
AND THIRD FLOOR GRILLS: CIPHER LOCKS ON ALT. 

STAIRWAY GRILL DOORS. 

APPROX. COST : $ 1,960.- 

B. WIREMESH FOR STAIRWAY WINDOWS AND FIRST FLOOR 
TOILET WINDOWS SIMILAR TO EXISTING WIREMESH ON FIRST 
LANDING. 

APPROX. COST : $ 456.- 

3. ) FIRST FLOOR: 

A. REARRANGEMENT OF ROOM LAYOUT IN CONSULAR AND VISA 
SECTIONS TO PROVIDE INCREASED SECURITY FOR EMPLOYEES. 

B. BULLET-PROOF PLASTIC DOORWAY TO USIS SECTION. 

C. BULLET-PROOF PLASTIC DOOR AT ENTRANCE TO CONSULAR 
SECTION. BOTH DOORS TO HAVE CIPHER LOCKS AND 
DOOR BELLS. 

APPROX.COST FOR A,B,C: $ 9,000.- 
APPROX.COST : SUB-TOTAL $40,396.- 

D. MUNICH 

1.) LOBBY PACKAGE: 

A. GROUND FLOOR RENOVATION WALLS AND PARTITIONS WITH 
LF.XAN SERVICE WINDOW, CONSULAR VISA SECTION. 
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APPROX. COST : $29,490.- 

B. BULLET PROOF MARINE/RECEPTIONIST ENCLOSURE: 
MODIFICATIONS FOR INSTALLATION AND AIR-CONDITIONER 

APPROX. COST : $ 9,480.- 

C. ENCLOSED STAIRCASE TO UPPER FLOORS WITH LEXAN 
LOBBY PARTITION FOR CONTROL OF ENTRANCE TO STAIR 
WELL ELEVATOR AND GROUND FLOOR OFFICES. 

APPROX. COST : $18,700.- 

2. ) WINDOWS-MESHING GROUND AND FIRST FLOORS. 

APPROX. COST : $ 3,550.- 

3. ) LEXAN CONGEN OFFICE - THIRD FLOOR. 
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4. ) THIRD FLOOR STAIRWELL PARTITION-LEXAN. 

APPROX. COST : $ 4,500.- 

5. ) BULLET PROOF REAR ENTRANCE DOOR AND REAR MSG CONTROL 
OFFICE. 

APPROX. COST : $18,300.- 

6. ) BLOCKING OF AREA BETWEEN ANNEX ROOF AND MAIN BLDG. 
APPROX. COST : $ 1,900.- 

7. ) WIRE MESH SKYLIGHT OF GARAGE BLDG. 

APPROX. COST : $ 1,400.- 

8. ) LEXAN GLAZING DISPACHER OFFICE. 

APPROX. COST : $ 3,600.- 

9. ) PERIMETER FENCING. 

APPROX. COST : $70,100.- 

10. ) ADDITIONAL SECURITY LIGHTING. 

APPROX. COST : $ 2,600.- 

11. ) CCTV (3 DAY/NIGHT UNITS) 

APPROX. COST : $20,000.- 

12. ) ALARM SYSTEM CONNECTION TO DISPATCHER. 

APPROX. COST : $ 90.- 

13. ) DRAPES FOR GROUND FLOOR VULNERABLE WINDOWS (MYLAR 
CANNOT BE INSTALLED ON THESE THERMOPANE WINDOWS) TO 
PREVENT POSSIBLE INJURY FROM SHATTERING GLASS. 

APPROX.COST $14,392.50 

APPROX. COST : SUB-TOTAL $211,422.50 
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E. BREMEN 

1. ) LOBBY PACKAGE: 

A. BULLETPROOF ENCLOSURE FOR RECEPTIONIST AND 
GUARD (APPROX. THREE METERS IN HEIGHT AND 6.4 
METERS IN WIDTH). 
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APPROX. COST : $12,000.- 

B. RELOCATION OF TELEPHONE CABLES AND CONSOLE FROM 
PRESENT, UNRPOTECTED RECEPTIONIST’S DESK TO 
PROPOSED ENCLOSURE. 

APPROX. COST : $ 2,115.38 

C. ALARM SYSTEM FROM RECEPTIONIST/GUARD ENCLOSURE TO 
STRATEGIC POINTS WITHIN POST. 

APPROX. COST: $ 961.54 

2. ) PERIMETER FENCING: INCREASING HEIGHT OF PRESENT 
FENCE SURROUNDING MOTOR POLL AREA TO NINE FEET. 

APPROX. COST : $ 500.- 

3. ) ESTIMATE 160 SQ. METERS OF 10 MILLIMETER LEXAN AND 
LEXGARD NEEDED FOR VARIOUS AREAS APPROVED BY RSO. 
APPROX. COST : $35,000.- 

4. ) ADDITIONAL PERSONNEL: UNIFORMED ARMED CONTRACT 
GUARD TO BE STATIONED IN LOBBY ENCLOSURE. 

APPROX. COST : $ 1,076.92 

5. ) ELEVATOR OVERRIDE CONTROLS FROM RECEPTIONIST’S 
ENCLOSURE TO HALT OPERATION OF ELEVATOR. 

APPROX. COST: $ 346.15 

6. ) NON-PENETRATION BARRIER WITH DOOR TO ISOLATE PUBLIC 
AREAS OF CONSULAR SECTION FROM ALL OTHER OFFICES ON 
SECOND FLOOR. 

APPROX. COST : $ 500.- 

7. ) MISCELLANEOUS: 

A. INSTALLATION OF BANK-TYPE COUNTER FOR REDESIGNED 
CONSULAR SECTION. 

APPROX. COST : $ 3,500.- 

B. INSTALLATION OF IRON GRILLS TO COVER UPPER-HALF 
DUTCH DOORS OF CASHIER AND OFF-LINE COMMUNICA- 
TIONS/CLASSIFIED STORAGE AREA AND REWORKING ONE SET 
IRON GRILLS COVERING WINDOW COMMUNICATIONS OFFICE TO 
ENABLE GRILLING TO BE OPENED FROM THE INSIDE FOR 
EMERGENCY ESCAPE. 
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APPROX. COST: $ 500.- 

APPROX.COST : SUB-TOTAL $56,499.99 
F. HAMBURG 

1. ) ENTRANCE HALL: 

A. INSTALLATION OF 5 AUTOMATIC DOORS CONSISTING OF 
STEEL FRAMES. AUTOMATICALLY OPERATED SLIDING 
DOORS, FRAMES WITH BQLLET-PROOF GLASS. ALL DOORS 
WITH EMERGENCY OVERRIDE. 

B. MOVING OF PRESENT RECEPTION DESK AND INSTALLATION 
OF BULLET PROOF GLASS WINDOWS. 

C. INSTALLATION OF 2 INTERCOM SYSTEMS (ONE FOR 
RECEPTIONIST DURING WORKING HOURS AND ONE FOR THE 
MARINE FOR AFTER HOURS DUTY) TERMINATING AT FRONT 
ENTRANCE. 

APPROX. COST : ITEMS A, B AND C ABOVE: $48,077.- 

2. ) MAIN BUILDING AND ANNEX: 

A. ALL WINDOWS OF THE GROUND FLOOR AND BASEMENT TO 
BE PROVIDED WITH SMASH-RESISTANT PLEXIGLASS. 

B. ALL WINDOWS FIRST FLOOR OF CONSULATE GENERAL BLDG. 
INCLUDED ANNEX TO BE COVERED WITH MYLAR. 

C. INSTALLATION OF FRAME WITH BULLET-PROOF GLASS 
LOCATED AT EMERGENCY EXIT OF CONSULAR/VISA AREA. 

APPROX.COST OF ITEMS A, B, C: $38,846.- 

3. ) TV CONTROL: INSTALLATION OF 3 UNITS. 

APPROX.COST: $38,460.- 

4. ) SECURITY GATE: INSTALLATION OF A KEY-CONTROLLED AND 
OPERATED GATE LOCATED AT THE ENTRANCE TO THE DRIVEWAY OF 
THE CONSULATE. 

APPROX.COST: $ 5,770.- 

5. ) ERECTION OF A 9-FOOT HIGH WROUGHT-IRON FENCE AROUND 
CONGEN PROPERTY. 

APPROX.COST: $21,540.- 

6. ) REPLACEMENT OF DOOR TO REAR ENTRANCE OF SNACKBAR 
WITH BULLET-PROOF STEEL DOOR. 

APPROX.COST: $ 595.- 
LIMITED OFFICIAL USE 
LIMITED OFFICIAL USE 

PAGE 09 STATE 254166 

7. ) INSTALLATION OF FRAME WITH SLIDING DOORS AND BULLET- 
PROOF GLASS AT ENTRANCE TO VISA OFFICE TO BE CONNECTED 
TO CENTRAL CONTROL PANEL AT RECEPTION DESK. 

APPROX. COST: $ 4,730.- 
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8. ) INSTLLATION OF A BULLET-PROOF STEEL DOOR AT ENTRANCE 
SUPPLY ROOM. 

APPROX. COST : $ 1,020.- 

9. ) INSTALLATION OF ADDITIONAL LIGHTING ON THE GROUND OF 
CONGEN. 

APPROX. COST: $ 520.- 
APPROX.COST : SUB-TOTAL $159,558.- 
GRAND TOTAL: $733,272.09 

2. WLL POSTS (6) REQUEST THAT A WALK-THROUGH METAL 
DETECTOR BE INCLUDED IN THE LOBBY PACKAGE AND REQUEST 
RECOMMENDATION OF TYPE FROM SY AFTER FEASIBILITY STUOY. 

3. THE EMBASSY WILL SUBMIT INDIVIDUAL PROJECTS FOR 
FUNDING APPROVAL AT THE EARLIEST POSSIBLE DATE. 

5. ANTI-TERRORISM REQUEST CONCERNING AMERIKA HAUS IN 
GERMANY WILL BE SUBMITTED VIA SEPARATE TELELRAM. 

HILLENBRAND 

UNQUOTE. KISSINGER 
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